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Darth Vader

- Security Officer

unfit security measures poison overall usability
- complicated security slows down users

- incomprehensible security concepts prevent task
completion

- restrictive security measures make some work impossible
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security is an enabling technology

is security really just interfering, annoying
and complicated?

essential functionality is enabled through security
- teleworking via VPN
- exchanging confidential documents

- sending credit card information over the internet
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security requirements are based on needs

security is not a requirement per se

Security
- enables proper use of systems

- targets to prevent abuse of systems

good security solutions are:

- balanced tradeoffs between enabling and
securing

- balanced tradeoffs between risks and costs
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gap between usability and security
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analysis of context is missig

projects do not consider

- teamwork

- emergency measures

- understandability of concepts and terms

- people’s motivation

communication between people

interruptions of work

projects do not consider the work environment
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example: insurance agent

insurance agent Live Coverage per Person
- analyses needs of clients Individual on
- prepares policy 1984 1992 1998 1984 |
Underé6 33% 24% 17% 1% 1
613 41 26 26 N 1
software 1417 45 29 29 13 1
- shows internal directives 18-24 41 26 23 22 2
- shows profitability analysis of products BN 48 38 27 S
3544 37 48 47 49 8§
45-54 57 47 55 48 8
55-64 & 51 49 39 4
65crolder 52 52 47 20 2

All Persons 48% 38% 36% 30%
Adults 51 43 41 37 4
Chiden 40 26 23 12 1

(K]
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example: insurance agent

insurance agent Live Coverage per Person
- analyses needs of clients Individual Gn
- prepares policy 1984 1992 1998 1984 1
Underé 33% 24% 17% 1% 1
613 41 26 26 M 1
software 1417 45 29 29 13 1
- shows internal directives 18-24 41 26 23 22 2
- shows profitability analysis of products BN 48 38 29 S
3544 37 48 47 49 8
45-54 57 47 55 48 8
context: agent works on laptop together with customer 5544 60 51 49 39 4
650rolder 52 52 47 20 2

- it’'s a marketing instrument

- absolutely no internal data visible All Persons 48% 38% 36% 30%
Adults 51 43 41 37 4

Chiden 40 26 23 12 1
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along the way: RUP and context

RUP does not research the following questions
- what is the context (phone call, at customer’s, ...)
- how does the actor arrange its work environment

- how do several actors work together?

privacy?)

Actor: what is it anyway?
- is it the Agent?
- is it the Agent at the customer’s?

- is it the Agent together with the Customer?

- where does the actor move in the physical space (e.g. is there
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along the way: use cases and actors

5000000 CHF vs. 50’000 CHF:

- different context?

trainee vs. boss:
- who's the actor?

- who's acting on behalf of whom?

Why
- are actors never interrupted?

- are print-outs never left at the group printer?
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impact

systems
are developed based on
undocumented and arbitrary
assumptions about
users, usage and context

systems are developed
without managing misuse
In any respect
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along the way: use and misuse

Probability abuse Security

misuse

hazards

/\ Function

intended use Usability

the starting point is almost always legitimate use

- system prevents ordering items for more than 30000 |,
but allows ordering items for 10000 three times in a row.

- system prevents access to project drive,
but allows copying confidential data on a public drive.
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recap

unusable security
- forces users to misbehave
- forces security officers to tighten security

- forces users to misbehave

we have seen the reasons

- projects ignore the work environment

use and misuse are adressed independantly

missing roles in projects on the security side

no adequate methodology

no adequate documentation
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#1 context

consider and analyze the context

- how do people work together,
share computers and accounts?

- who has physical access to computers?

- who really uses an application?
the officially responsible person?

- which non-actors will access the software?
trainees, emergency staff, external staff, customers, etc.

go and see yourself
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#2 real stories

create characters in realistic stories

- exaggerate critical issues in usage and the context

capture potential misuse scenarios

characters and stories drive security features

characters and stories drive security architecture

use roles to group sets of responsibilities of a character
- relate roles to characters

- don't forget acting on behalf of, urgency and emergency
situations etc.
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#3 balanced teamwork

project team

= a bunch of people who report
hours under the same number

in the time sheet?

facilitate working to

users are part of the team!

users
use
difficulties

1

threats
misuse
damage

gether

application
technology
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#4 divide and conquer

#1 risk:

- changes in context of use

#1 fact:

- new systems change context of use
#1 risk probability = 100%

#2 risk

- incomplete understanding and
misjudgement of the context

break your project into chunks

Source: RUP 2003 i
roll out incrementally

get real life feedback
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bridging the gap
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